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o Objective 

The work in this paper focuses on developing a 

security protocol suite that takes care of a 

mobile cloud computing (MCC) system with 

respect to a specific application area. The 

protocol considers remote user authentication 

and subsequently develops secure access to data 

retained using cloud infrastructure. 

 

 

 



 

o Mobile Cloud computing  

Cloud computing offers and allows users to use 

infrastructure, platforms, and software as 

services (IAAS, PAAS, SAAS). With the advent of 

mobile computing, and cloud computing 

supporting mobile services, a merger of both 

these computing has opened a new domain of 

mobile cloud computing. 

 

 



 The application focuses on maintaining and 

monitoring  medical data of a remote patient. 

 

 We assume that health worker will monitor a 

patient in remote location, from time to time 

and upload relevant data to cloud via cloud-

based service. 

 

 

 



 

 A medical practitioner (sitting in his/her 

chamber or travelling from one chamber to 

another) may have a look into the data and 

prescribe back, via some cloud-based service.  

 

 A patient can also have a look into his/her 

medical records. Hence they are also users of 

the cloud computing system. 

 

 



Mobile networks allow users to move freely 

and access network seamlessly at the same 

time. In this scenario security aspects 

include:   

1. Authenticating users for using network 

resources 

2. Securing network resources 

3. Securing access to the resource  

4. Maintaining privacy of user 

 

 



 The tasks of the Cloud Service Provider 

(CSP) include : 

1. Storing the credentials for each user in 

secured storage (Storage Provider SP) 

2. Authenticating the remote user before 

giving him/her access to the network 

3. Protection of user privacy 

 

 



Phase I 

  Handshaking between CSP and SPs 

 Symmetric key Kst  (storage ) and  Krt (Retrieval) 

exchange  

Phase II 

  User Registration 

 CSP generates credential for user 

 CSP encrypts information 

 SP stores this encrypted information 





Phase III 

Mobile User Request (query) 

Step – I (User authentication) 

 CSP asks SP for user information 

 SP retrieves and sends the encrypted 

information to CSP 

 CSP authenticates the user 



Phase IV 

 Step – II (Query processing) 

 If user is authenticated 

 Authenticated user is granted request 

 Result to query is retrieved and sent back to 

user 



 When user registration is done, user information 

(Uinf) is generated and encrypted ([Uinf]) using Kst 

by CSP. 

 Both the information (Uinf)  and ([Uinf]) is sent to 

the SP.  

 SP checks the integrity of (Uinf).  

 Encrypts (Uinf) using Krt  and stores it.  

 If integrity is questionable,  SP and CSP both 

initiate the generation of a new Kst. 

 

 

 



 During information retrieval (for user 

authentication), SP sends both [Uinf] (stored with 

itself using Krt) and Uinf  to CSP. 

 CSP checks the integrity of (Uinf).  

 If any discrepancy is found,  SP and CSP both 

initiate the generation of a new Krt. 

 

 





This protocol is concerned about firstly, 

the storage of remote patient data, and 

secondly, accessing the same by 

authorized user. Data will be stored 

presumably by health workers and 

accessed for monitoring purposes by 

doctors at their own conveniences. 



 

Phase I : Data Storage 

 CSP maintains metadata about the patient 

information to be stored (homomorphic 

encryption). 

 The homomorphic data is further encrypted 

using Kst and sent to the SP.  

 New data of same patient to be appended to 

the already existing data. 





 Phase II (Data Retrieval) 

 The query posted by the user, is first encrypted 

using Krt by CSP. 

 CSP sends the encrypted query to the SP. 

 The response generated by the SP is again 

encrypted using Krt   

 SP sends encrypted result of query to CSP  

 CSP provides the response to the user. 





 Security issues of mobile cloud computing with 

respect to a specific application of remote 

patient monitoring are discussed here. 

  A protocol suite is proposed that covers the 

security aspects of the entire system. 



 Remote patient monitoring is required in cases 

where a patient is unable to move and a 

doctor can not also reach the patient 

frequently. 

 Hence patient data being in cloud facilitates 

the doctor to access it as and when required, 

and take action accordingly. 
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