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Industrial Control Systems
ICS control the critical 
infrastructure 

Designed to operate in 
closed environment 

Lack of built-in security 
mechanisms 

It is insecure to connect 
ICS directly to the Internet



ICS is under attack!
In 2010, the StuxNet attacked 
the Iran nuclear power plant 

100+ sets of centrifuge 
damage  

In 2015, hackers attacked the 
power grid in Ukraine 

large area blackout, 225,000 
people were affected



Several questions

How many of ICS devices are exposed on the Internet 

The geographical distribution of these devices 

The changing trend of the number of ICS devices



Special search engines
CommercializedғShodan 
and Zoomeye 

Academic researchғ
Censys and Ditecting 

Censys provides all 
historical data download 
services



Censys Dataset
Scanning once a week from the end of 2015 to the end of 2017, 
dozens of times for each protocol. 

Five common protocolsғModbus, Siemens S7, DNP3, BACnet, 
Tridium Fox. 

There are still a large number of devices exposed on the Internet, 
distributed in more than 100 countries around the world.



The geographical distribution
TotalғNorth America accounting for about half of the world, Europe 
accounts for as much as one-third of the total, Asia accounts for about 
10% 

Modbus:  Europe (49.62%), North America (24.55%),Asia (20.03%). 

Siemens S7: Europe (70.23%), Asia (14.89%), North America (11.26%). 

DNP3: North America (68.89%), Europe (16.31%) 

BACNet: North America(80%) 

Tridium Fox: North America (77.54%), Europe (17.35%)



The changing trend of the number

The overall number of devices has been on the rise in the last two years 

Modbus and Siemens S7 grow rapidly, DNP3 declined, BACnet and 
Tridium Fox remained unchanged.



Analysis and discovery of the 
IP addresses 
We calculated the average number of IP addresses for each protocol 

Modbus: 5.89, Siemens S7 5.60, DNP3, 10.10, BACnet, 27.04,  
Tridium Fox, 31.22 

Most IP addresses only appeared once 

How many devices are continuously exposed to the network.



How many devices are continuously 
exposed to the network



The Honeypot of ICS 
Protocol

Conpot honeypot with 
default configuration 
information. 

Accounting for 3.86% of 
the total of S7 protocol 

Rose from the end of 
2016 to the beginning of 
2017, and then fell back
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