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Summary of this Research

N

1. About the Research

This research explored how cyber security risks
are managed across UK Critical National
Infrastructure (CNI) sectors following
implementation of the 2018 Networks and
Information Security (NIS) legislation.

2. Method

Data gathered through Government reports and
websites and interviews with 35 key stakeholders in
CNI sectors was analyzed. Samples included
organizations that are important to the Smarter
London Together Roadmap.

3. Results

Key gaps were found in NIS implementation

include cross-sector CNI service security

measures, outcome-based regulatory assessments
and holistic security. 10 recommendations have
been provided to bridge these gaps.

4. Conclusion

The NIS implementation strategy in the UK needs
further alignment with its objectives, to effectively
manage cyber risks in the UK. More effort is required
in bringing a step-change in the cyber-security risk
management capabilities of the CNI sectors which
can also benefit smart London cybersecurity planning.
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(Ackermann, 2018)

The global cyber security breaches so far
make it clear that over and above the
technology, an effective approach to deal
with cyber security threats is to manage risk-
based security of people and processes as
IS the case in a business transformation
model

Cyber security risk management involves
understanding the critical business

processes supporting the critical services
and the underlying components, systems,
networks, physical assets and personnel.

Note: IT — Information Technology, OT — Operational Technology




Introduction to NIS Directive

|dentify NIS Notify
critical Incidents in
systems 72 hours

Demonstrate
compliance against
security measures

What is NIS?

» EU Directive on security of Network and linformation Systems
(NIS) of Critical National Infrastructure (CNI)

» Adopted by the European Parliament in July 2016 and transposed to
EU member states in 2018

» Penalties for non-compliance

» UK transposed the Directive into national law in May 2018

NIS Objectives
» Improve security levels and resilience of Operators of
Essential Services(OES) and Digital Service Providers
(DSP)

» Establish a forum to communicate between EU countries

» Provide a national and EU level legal framework for cyber
risk management and notification of serious incidents.




NIS Implementation in the UK
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Research Questions o

This research was explored whether the NIS implementation strategy
effectively addresses cyber security risks in the UK.

N Objective A Objective B
Sl 'V'a”ag'”g Security Risks Q- 1 Are there gaps in the current cyber security risk
S Rl | A1 Governance management framework under NIS legislation?
‘; e A.2 Risk management D.1 Response and recovery
> A.3 Asset mana_lgement planning
g A-4 Supply chain D.2 Improvements Q-2 Is the NIS directive’s approach, aimed at
20 5 Objective C bringing step change in the cyber security risk
29 . . , .
sl a e G EEEaIy Objective D management across UK’s CNI sectors, effective?
3 events Minimizing Impact of
o : Security Incidents . . _
2 : - Q-3 How do points in a) and b) fit into the Smart
3 ) B.3 Data security C.1 Security monitoring . .
ol ® B.4 System security C.2 Anomaly detection London cyber security planning?
n 5 B.5 Resilient networks and
LZ> | systems
B.6 Staff awareness and training
Cyber security risk management Capability Assessment framework (CAF) Research Questions

from National Cyber security Centre's (NCSC) — UK



Method - Study of NIS Implementation process o
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Measuring NIS Effectiveness

Research Questions Methods Results
Q- 1 Are there gaps in - 35 stakeholders from 30 organisations impacted Gaps were found in )
the Cyber security risk by NIS and Smart London together plan identified implementation strategy,
management framework Data as samples for the research. Data collected governance, people,
L ' through interviews and reports
under NIS legislation? Analysis g P process, technology and
improvement approach
Q-2 Is the NIS directive’s TN

Self-assessment
checklist does not
effectively meet the NIS
objective of outcome-
based risk management

\

approach, aimed at
bringing step change in the
cyber security risk
management across UK's
CNI sectors, effective?

* The current framework of a sample sector
(Health) were compared with the NIS
requirements provided by NCSC framework

Integration of NCSC
CAF into the design
cycle of smart city plans
can be beneficial

* The requirements for cyber security of non- CNI
organizations within Smart London plan were
compared against the NIS framework

Q-3 How do points in a)
and b) fit into the Smart
London cyber security
planning?

Analysis - Current risk management activities and gaps in the NIS sectors were

compared with NIS objectives and a few best practices in Finance sector




Summary of Benefits and Gaps

Benefits

End-to End Cross-
sector service
resilience

» NIS implementation follows a collaborative
approach to improve service resilience

Cross sector Cross sector Lessons

dependencies P - Learnt
Physical and - e
» NIS provides a method to deal with the Personnel seewrity 1\
measures in CAF po

by
%
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r
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evolving nature of cyber security risk
mitigations without continuous amendments
to the legislation, and therefore, is scalable
and sustainable.

Cyber infrastructure /
£

security

Framework

Regulatory and
' Governance

People *

authority same as |
business [ Gaps - NIS |

L function authoritv Regulation for
» NIS principles could be adopted by the other S m'—k cyber risk | Smart devices
Outcome based | management :

."I Internet-of-things
Strategic T i | (IoT) and
Cyber security — goals echnology ’f Operational
Business-as-usual /  Technology (OT)
4 managed outside

non-CNI organizations in the UK

Aundit Framework |

» Integration of U.S. NIST and EU NIS

frameworks could be a starting point for a Security h;— desigui;x,\ N J  NISCAF
. . : rt 1:
global framework for holistic security and N serrices N ment A
riSk management Cyber Assessment Framerx'.?ffﬂi..‘__% ’.’____,,-f’ Fear of Patching
(CAF) with Progressive — legacy systems
Roadmap for
compliance Key Performance

Limitation of this research Indicators (KPT) of the

NIS framework to
measure performance

This research is a snapshot in time
(May 2018 to Aug 2018)




Recommendations and Conclusion

Recommendations to improve NIS effectiveness

Refine National Cyber Security Center (NCSC) Capability
1 | Assessment Framework (CAF) and NIS governance across
cyber, physical and personnel security

Include Internet-of-things (IoT), Operational Technology (OT),
6 | smart products and smart services in NCSC CAF

Outcome-based NIS audit framework oversight and
governance to be developed

Define Key Performance Indicators (KPIs) by May 2019 to gather
data and manage NIS performance

Setup cross-disciplinary outcome based audit teams from
various business functions

Integrate NIS framework with safety, quality, risk management
and business assurance frameworks

NCSC CAF to include Cross-sector End-to-End holistic
4 | service resilience, Competent Authority (CA) forums to share
cross-sector lessons learnt with the industry

CAF Indicators of Good Practice (IGP) and smart city plans to
9 |include cyber security-as-Business-as-usual (BAU) approach
within the engineering life-cycle (including design)

NIS Audits to assess effectiveness of key controls of top
5 | business and service assurance risks with an outcome-based
approach

Create multiple levels of CAF outcomes and target capability
10 | roadmap for Operators of Essential Services (OES)/ Digital
Service Providers (DSP)

Key Takeaways

Recommendations for further Research

1. The NIS implementation strategy in the UK needs further alignment
with its objectives

2. More effort is required in bringing a step-change in the cyber-
security risk management capabilities of the CNI sectors

UK NIS enforcement compared with other EU countries integration points for
cyber security frameworks between UK and other leading countries

2. Cyber security strategies and frameworks of smart cities, products and

services compared to London
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APPENDIX B — EXPLANATION OF TERMS

BAU — Business-as-usual BoE — Bank of England

BEIS - Business, Energy and Industrial Strategy

BSI - British Standards Institute

CA — Competent Authority

CAA - Civil Aviation Authority

CAF — Capability Assessment Framework

CAP - Civil Aviation Publication

CAV - Connected and Automated Vehicles

CBEST - Cyber threat assurance framework

CCT - Cyber Compliance Team

CDO - Chief Digital Officer of London

CNI — Critical National Infrastructure

CPNI - Centre for Protection of National Infrastructure
CSIRT - Computer Security Incident Response Team

CQC - Care Quality Commission

DCMS - Department for Digital, Culture, Media and Support
Defra - Department for Environment, Food and Rural Affairs
DIT - Department of Transport

DHSDSP - Digital Service Providers

DSPT - Data Protection and Security Toolkit

DWI - Drinking Water Inspectorate

C — Department of Health

ENISA - European Network and Information Systems Agency
EU — European Union

FCA - Finance Conduct Authority

GCHQ - Government Communications Headquarters
GDPR - General Data Protection Regulation

GLA — Greater London Authority

HSE - Health and Safety

ICO - Information Commissioner's Office

ICS — Industrial Control Systems

IGP — Indicators of Good Practice

0T — Internet of Things

ISO — Institute of Standardization

IT — Information Technology

KPI - Key Performance Indicators

NATO - North Atlantic Treaty Organization

NCSC — National Cyber Security Centre

NHS - National Health Service

NII - National Information Infrastructure

NIS — Networks and Information Security

NIST - National Institute of Standards and Technology
OES - Operators of Essential Services

OfCom —Office of Communications

OfGem - Office of Gas and Electricity Markets
OfWat — Office of water services

ORR - Office of Rail and Road

OT — Operational Technology

PAC - Public Accounts Committee

PAS - Publicly Available Specification

PDCA — Plan-Do-Check-Act

SCADA - Supervisory Control and Data Acquisition
TfL — Transport for London

UCL — University College London UKRN - UK Regulators Network



