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Cyber Physical Social Systems

“If anything can go wrong, it will ….”

Murphy’s Law



Tesla Cybertruck

On Friday 22 November 2019, Elon Musk unveiled Tesla Cybertruck in Hawthorne, California.
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• We recognise not every organisation has the 
resources to create and develop every aspect of 
the framework.

• The Limited Version is how best to scale down 
the implementation of the framework so that it 
is not onerous to an organisation. We do not 
recommend this approach, but it’s better than 
nothing! 
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Conclusion
• Cyber recovery prepares an organisation to be efficient and effective in resilience. 

• Resilience cannot be achieved purely on the basis of withstanding intrusion, attack or harm. At some point, 

the ability to withstand or absorb cyber incident will fail, just as it did with Cybertruck, and then it is our 

ability to recover from the incident that will underpin the survivability of the organisation.

• Cyber recovery is a journey, not an endpoint, tool or an appliance that an organisation can procure. It is a 

continuous set of activities that require time, funding and senior management commitment to be successful.

• Cyber recovery must be adaptive. It should continuously evolve over time. As new TTPs are utilised for 

cyber-attacks, so our recovery controls, capabilities, processes and playbooks should be adapted.

• Cyber recovery controls, processes, playbooks, runbooks, and cyber COOP should be regularly tested and 

exercised. 

• Staff training, upskilling and collaboration with external recovery parties should be as regular as possible. All 

these together make recovery a successful journey.
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